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After installing it check if the target is packed or not:

{15 PEID v0.92

Filz: | E:\Programmilall Sound Recorder &P 21 0\Backup\asr exe III
Entrypoint: | 00100001 EP Section: |, aspack ﬂ
File Offset: | 00093001 First Bytes: |60,E8,03,00 | > |
Linker Info: |z.25 Subsystem: | 'Win32 G ﬂ

A5Pack 2,12 - = Alexey Solodovnilkow
Pulki Scan Task Wiewer COpkions About | Exit: |

[+ Skaw omtop M ﬂ

Fig. 1 Checking about the packer.

Use Stripper V2.07 final in order to unpack the target in easily way, then when you ve done it
make another check to take a look about programming language:

5 PED v0.92

File: |E:\Pragrammilall Sound Recorder 3P 2104 ase. exe IZI
Entrypoint: | DO0B36ES EP Section: | CODE =]
File Offset: | DONBZABS First Bytes: [55,8B,EC,83 | > |
Linker Infa: |2,25 Subsystem: |Win32 GLI = |

Borland Delphi 6.0 - 7.0
Pulki Scan Task Wiewer COpkions About | Exit: |

[+ Skaw omtop M ﬂ

Fig. 2 Check about programming language after unpacking.
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Now you can also check about some crypto signatures or CRC integrity check:

& KANAL v2.7

File

+- DES [key schedule] ::
+- DES [pbox]

oo

About

Cetected 2 cropto signatures

Ei%Programmithll Sound Recarder P 210%azea

oooe4070

OB42CE 0 004BSECE
004B5470

[in 0.55)

Fig. 3 Crypto

signatures.

Load unpacked target into OllyDbg and use the Search for -> All referenced text string
feature to search the serial text string:

BB4BD1E4 HSCII "Dgen" 5]

BR4ED242]|  asr . HHIEDZES AECIT "Four cerlal number haue not DEen accept.Ei D ease contact o |
BE4EDZFA T EAS, oo . O0g B0 ASCIT "ploase Lhput vols nanet -

BE4B02E4| ASCII "Your serial numb"

BE4BO2C4| ASCII "er hawe not been™

BE4BO204| ASCII ™ accept. Erplease"

AA4ED2E4 | ASCII ™ contact 5]

BE4BO2ZFC| ASCII "please input You™

BE4BD3EC| ASCII v namst™, 8

Fig. 4 Searching about serial text string.

Double click on the highlighted row, you land here:

WJ Views  Debug  Plugins  Options

Window  Help

HE4EDZ12 8370 FC B@E
aa4e0216|( .~ 74 40
@AE4E0Z212|] « A1 BCEESZEE
aa4e0zin|| . Sbea
AE4EDZ1F || « ES DCOBASEEA
aa4g0z24 |l .« 9408

o rd BE
AE4EDZZE] o | Hl BCEESZEE
aa4e0z20|| . | SBea
AE4EDZZF || « | ES *E00856868
aa4e0234 || .~| EB 44
AE4BOZZE || > +6A BE
@a4e0z3s| |« Al BCSESZ2E88
AE4EDZZ0|l .«  SBAA
aa4e023F || . BBBB 4886888
aa4E0O245|] .
aa4ehz4s|| . BH B4D24BBB
aa4e0z240|l . E8 E6?ﬂF4F
AE4B0252|| .« SB45
aa4B0255 || . GG:BBBD Fanz.
BE4BO2EC) | . B2 @1
@aa4e025E ||« ES CDESFSFF
aa4e0z2e3|| .~ EB 15
Ba4E0265 | > 6A B8
EAE4EDZEY || « G661 SEED FEDZ
aa4e026E(| . B2 @1
EAE4EDZTE |l «  BS FCO24BEE
aa4e027s || . ES BEESFSFF
BE4E027A|| » BSBC3
Aa4B0Z7C ||« ES BFRAZFAFF
aa4ehzel || . 33CA
aE4e0225|| . 5A
aa4ehzed || . 59
AE4B0225| . 59
aa4e02as|l «  64:9918
AE4EDZE2 |« 68 AGD24BEE
@aa4g0zsE || > SD45 FE
AE4EDZ291 ||«  ES BEFFF4FF
Ba4E0296 g045 FC
AE4EDZ99 | . ES BEFFF4FF
soqepzse(Ll € D0

Slex| wjn| wijv] ¥4 o] +f LlE[MT|w/H[c|/|K[B|R|..|S| ]

CHP CLOCAL.11,8

JE SHORT asr.@B4BD2EE

MOU ER:, OWORD FTR O5: [S2EERC]
MOU ERX, DWORD PTR DOS: [EAX]
CALL asr.@ES1AERR

TEST AL,HAL

JE SHORT asr.@@4B0236

MOU ER:, OWORD FTR O5: [S2EERC]
MOL ER¥, DWORD PTR DS: [EAX]
CALL asr.@ES1AFC

JHP SHDRT asr. BB4BD2?H

HDU EHX DWORD PTR DS ESESEBCJ
MOL ER, DWORD

MOL ECH, DMDRD PTR DS EEHX+64BJ
LEA ER, CLOCAL

MOL ED, asr. BB4BDEB4

CALL asr.@a464

MOL ER, CLOCAL

HDU CX MDRD PTR DS [4BD2FE]

CHLL air.BB44SBSB
JMP SHORT asr. @R4BOZ7H
USH @

MO C, WORD PTR DOS: C4BDZFE]
HDU OL,1

EHX asr. HA4B02FC
CHLL asr 88443838
MO EAX
CALL aSr 8846?548
HOR ERX,ERX
FOF EDX
FOF ECH
FOF ECH
MaL OWORD PTR FS [ERX], ED
PUSH asr.BE84B02A
LEA ERX, CLOCAL. 2]
CHLL asr.BB4B4ﬂE4
LER ERX, [LOCAL.11]
CALL asr.B8484A24
RETH

ASCII "™our serial number have not been accept.Biplease contact ™

lasr.BB44SBSB
FAral = BE2a0a0a

=

ASCII "please input Your namet"™
. BEd43E30

Fig. 5 Conditional jump about right serial.

Scroll up into the code, the conditional jump on 004BD226 is related to serial verification, now
is time to enter into the CALL O051AEQ00, make a F8 step anaysis, scroll down until you reach
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the O0O51AF16 address, there is a check about serial which you ve entered (pointed on EAX)
with the right one (pointed to EDX):

el u kih-\. I LB—yay hnl—u - [n] T I T e T [ FS [ [P

g [ | Lo I = L J.p'ELILIH FILIHIIIB AL WA Iy IIEI'J
(=l ddl el wlnnl wil 45 8505 =+l =5 LiEl
=12t T =R =] =] s wm] =] s T 7
| T e T T T e T T B T B Y I E—
IEIUDJ.HFJ.DII - [ mly b R S ) IIIU'\.-' CHASp LLUHL. Lo d
| EESIEFLIS . BESS FE | iOU EDK, [LOCHL. 2]
| LSRN R A | ez WFFFEEFF | CHLL asr. UE4ud4E S
| 985 1AF21]] .~ 75 1E | JHE SHORT asr.@d51AF41
|ees1AFz2|] . ES B1 | Hill BL. 1

Fig. 6 Original code.

In order to make all serial accepted, simply change the EAX pointed serial to the right one then
change the MOV EAX,[LOCAL.12] instruction with MOV EDX,[LOCAL.2], with this patch all
serial which is entered is keep valid and program is still registered.

ile Citigl | Debug | Plugins — Options - Window  Help

S x| w1 w4 ¥l 2| 3 LIE/M|T|

AEC1AF 1 SE45 F2 FMOU ERs, DWORD PTR S5: LEEBF-21
aas1AF12 | . 8B5S FS MO EDE, [LOCAL. 21

AESIAFIC)) . ES BF9FEEFF |CALL asr.BAR4B4E38

BES1AF21|] .~ 75 1E JME SHORT asr.@BS1AF41
BELE1AF22|] . B2 81 MOW EL, 1

Fig. 7 Patch to accept each serial entered.

On the next start the program is still registered:

f
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Fig. 9 Main screen.

Work done!



